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CIA

▪ Confidentiality

▪ Integrity

▪ Availability
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Security of Machine Learning
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▪ Privacy and Security are important to build trust
– Safety-critical and real-time systems rely on trust

▪ AI/ML systems are vulnerable to many attacks at different 
points of the machine learning pipeline

▪ Security and privacy audit of AI are mandated by different 
regulations, companies cannot overlook and need experts
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Evasion happens here

Poisoning happens here



Requirements

▪ 2 lectures per week

▪ 1 mid-term test

▪ 1 homework

▪ 1 (written) exam

▪ 6 laboratory exercises (bi-weekly)

▪ for 5 credits

4



Diploma projects

▪ Federated learning security

▪ Fairness/Robustness/Accuracy/Privacy Trade-Off

▪ Poisoning, adversarial examples

▪ Differential Privacy

▪ (De-)Anonymization

▪ Appilcations: 
– Malware detection with Machine Learning

– Privacy-preserving processing 
and sharing of medical data

▪ …

▪ https://www.crysys.hu/education/projects/?q=Privacy
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https://www.crysys.hu/education/projects/?q=Privacy

